VI. Industry Sector Specific Tools

Guidance for Academic and Research Organizations

Strategic trade controls present unique challenges for academic and research institutions because they can often be perceived as an obstacle to the free flow of ideas - one of the central pillars of academia. Strategic trade controls may restrict researchers from freely sharing certain types of equipment, information, and technology with certain individuals and/or destinations. However, the overwhelming majority of activities performed by academic and research organizations are not subject to control. STCs do not restrict basic scientific research that is commonly taught in colleges and universities or information that is available in the public domain. Rather, strategic trade controls apply only to goods and technologies denoted on your country’s national control list(s) or in certain cases, non-listed items when the good or technology is known or thought to be destined for a WMD or military end-use/end-user (known as “catch-all” controls). 

[image: ]It is imperative that academics, researchers, and administrators fully-understand how STCs apply to their activities and take the necessary precautions to prevent the unauthorized transfer of controlled goods, technologies, or knowledge. The resources listed below are intended to assist your academic/research organization maintain compliance with relevant strategic trade control laws and regulations. 

The resources are organized as follows:
· Terminology
· Academic Fields Potentially Impacted by STC
· Potentially Controlled Goods and Technology Utilized by Academic/Research Organizations
· Academic/Research Organization Activities Potentially Subject to STC
· Best Practice Guidelines for Academic and Research Organizations
· Determining Whether Your Research is Subject to STC
· TEMPLATE: STC Acknowledgement and Certification
· Other Reference Materials for Academic and Research Organizations

To download the entire “Guidance for Academic and Research Institutions” section document, click here

Note: It is recommended that your enterprise also consult the “Elements of an ICP,”, “Additional ICP Elements for Consideration” sub-section – “Technology Transfer and Management Safeguards” sub-section and the “Industry Sector Specific Tools,” “Technology Best Practices” sub-section of the ICP Guide to learn more about compliance with technology controls. These sub-sections provide details on technology safeguards and the ways that your enterprise can effectively manage tangible and intangible transfers of controlled technology (including deemed exports). 

Terminology

	Term
	Definition

	Strategic Trade Controls (STC)
	The laws, regulations, special rules, restrictions, and administrative procedures, that govern trade and transactions involving items, businesses/entities//individuals, and countries for which there is the possibility the items involved will be used for WMD or conventional weapons purposes.

	Technology
	Any specific information or know-how (in tangible form, such as models, prototypes, drawings, sketches, diagrams, blueprints, manuals, software, or in intangible form, such as training or technical services) that is required for the development, production, or use of a good, but not the good itself. Information takes the form of “technical data” or “technical assistance.”

	Technical data
	Information required for the design, development, production, manufacture, assembly, operation, repair, testing, maintenance, or modification of controlled products. This includes information in the form of blueprints, plans, diagrams, models, mathematical formulae, tables, engineering designs and specifications, manuals and instructions written or recorded on other media or devices such as disk, tape, or read-only memories (ROM). Technical data can be transferred via tangible or intangible means. Note: Intangible transfers of technology (ITT) may occur by visual, oral, or electronic transmission.
Examples of technical data common to universities/research organizations would include:
· Technical reports, presentation/pre-publication manuscripts, and research records 
· Design drawings, circuit diagrams, manufacturing method documents, test method documents, and evaluation method documents 
· Technical specifications on experimental equipment 
· Experimental data 
· Computer and software programs, etc. 

	Technical assistance
	Technical assistance may take forms such as instruction, skills training, working knowledge, consulting services, and may involve the transfer of technical data.
Examples of technical assistance common to universities/research organizations include:
· Presentation or explanations with presentation software 
· Oral research presentations, skill instructions, etc.

	Intangible Transfer of Technology (ITT)
	The transfer of controlled technology, information, or know-how through non-physical means (electronic, visual, or oral) this includes supplying technical details and schematics, designs, lessons and similar know-how (technical data) through education, training, or instruction (technical assistance).

	Deemed export 
	A deemed export is the release of technology or information to a foreign national within the exporting country. Many national governments, such as the US, require enterprises to acquire specific licenses before foreign nationals are allowed to access controlled technologies or information, even if they reside in said country and work for the enterprise.

	Foreign national
	1) A person who is neither a lawful permanent resident nor a citizen or national, 2) a foreign entity (corporation, business association, partnership, etc.) not incorporated or organized to do business in your country, or 3) an international organization, a foreign government or an agency or subdivision of a foreign government.

	Basic scientific research
	Experimental or theoretical work undertaken principally to acquire new knowledge of the fundamental principles of phenomena or observable facts, not primarily directed towards a specific practical aim or objective.

	Fundamental research   
	Basic or applied research in science and engineering (usually performed or conducted at an accredited academic institution) where the resulting information is ordinarily published and shared broadly in the scientific community. Fundamental research is distinguished from research that results in information that is restricted for proprietary reasons or national security reasons, and is therefore not subject to strategic trade controls.

	In the public domain
	Information that is published and that is generally accessible or available to the public.” This includes "technology" or "software" which has been made available without restrictions upon its further dissemination.




Academic Fields Potentially Impacted by STC

There are growing efforts on the part of countries of proliferation concern to acquire controlled technology (often through intangible means) by sending engineers, scientists, or scholars to study in university programs abroad.[endnoteRef:1]   [1:  Spector, Leonard S. and Egle Murauskaite, “Countering Nuclear Commodity Smuggling: A System of Systems,” James Martin Center for Nonproliferation Studies (CNS), March 2014, <http://www.nonproliferation.org/wp-content/uploads/2014/10/cns_occasional_paper_no_20_web.pdf>.   ] 


The following academic fields are particularly vulnerable, as they are the disciplines most likely to utilize strategic goods and technology and conduct research related to goods and technology with potential WMD or military applications.
· Nuclear physics and engineering
· Computer science and engineering
· Cyber security and computer networking
· Robotics and automatic control technologies
· Advanced material science (high-performance and high-function material technologies)
· Mechanical engineering
· Optical engineering
· Mathematics
· Chemistry [image: ]
· Agricultural science and biochemistry (veterinary medicine)
· Natural sciences (e.g. geology, physics)
· Biology and medical science (in particular the study of infectious diseases and vaccines) 
· Biotechnology and biomedical engineering
· Energy Sciences
· Aerospace engineering and design
· Avionics 
· [bookmark: _GoBack]Information and Communications Technology (ICT)

Potentially Controlled Goods and Technology Utilized by Academic/Research Organizations

Below are some examples of the types of strategic goods and technologies that may be utilized by academic/research organizations. The list is not exhaustive and users should carefully evaluate the types of goods and technologies in use and the research being conducted at your institution.
· Advanced avionics, aerospace, and navigation equipment (includes SLVs and related technology)
· High performance and super computers
· Electronics, microelectronics, circuitry, semiconductors, and telecommunications equipment
· Information security and encryption technology 
· Lasers and directed energy systems
· Sensors (optical and acoustic), sensor technology, imaging, and optics technology 
· High-speed cameras and video equipment
· Marine propulsion technology 
· Submersibles and Automated Underwater Vehicles (AUVs)
· Metals (e.g. calcium, titanium, tungsten, molybdenum)
· Sophisticated machine tool technologies (e.g. lathe, weaving and grinding machines)
· Precision measuring equipment (e.g. CNC machine tools)
· Nanotechnology and advanced materials (e.g. carbon fiber, stealth materials)
· Nuclear equipment and material (low enriched uranium (LEU), research reactors, centrifuges, end-effectors, and remote manipulators, etc.)
· Bioreactor systems and related equipment (e.g. fermenters, freeze dryers, containment units)
· [image: ]Biological toxins, microorganisms, viruses, and pathogens and related dual-use equipment (includes protective gear)
· Advanced, applied energy technologies 
· Chemical agents and related dual-use equipment (includes protective gear)
· Explosive substances, propellants, incendiary agents, and toxic chemicals 
· Firearms, ammunition, artillery, munitions, military equipment or vessels, or weapons of war
· Programs for the development, production or use of controlled goods (includes source code developed independently or modified from commercially available programs) 
· Encryption software, intrusion software, and intrusion detection systems
· Software for process control that is specifically configured to control / initiate production of controlled items
· Technical data, information, or know-how which can contribute to the development, production or use of controlled goods 
· Performance evaluation methodology or experimental data related to controlled goods that is not fundamental or basic scientific research nor available in the public domain 
· Documents, technical data, or information that describes operation techniques or maintenance technologies on controlled research equipment necessary for research activities that are related to controlled items.[endnoteRef:2]
 [2:  Guidance for the Control of Sensitive Technologies for Academic Institutions (Revised version),” Japanese Ministry of Economy, Trade, and Industry, February 2010, <http://www.meti.go.jp/policy/anpo/englishpage/101012guidance_academicinstitutions.pdf>.] 

Academic/Research Organization Activities Potentially Subject to STC

The examples listed below illustrate some of the activities often undertaken by academic and research organizations that could potentially be subject to strategic trade controls in your country. To determine the full extent to which STC impact your organization’s activities and research, the following questions must first be answered: 
1. Does your country restrict exports/transfers of strategic goods or technology, either through tangible and/or intangible means? This includes intangible technology controls and other strategic trade controls.
2. Does your country regulate the transfer of technology to a foreign national, even when the transfer takes place within your country? In other words, does your country have a “deemed” export control provision?

Note: If your country maintains a “deemed” export control, the information in blue text (below) is applicable to your institution.

Research Activities Potentially Subject to Control
· Collaborative research or work with foreign nationals, [whether in your country or] abroad;
· Undertaking international travel for a conference, meeting, or to conduct field work abroad; 
· Research instructions or skill training conducted for a foreign national, [whether in your country or] abroad;
· Providing technical data via phone, email, fax, or other electronic/data storage device to a foreign national, [whether in your country or] abroad; 
· Sharing experimental equipment or technology with a foreign national, [whether in your country or] abroad;
· Providing technical assistance during lectures, conferences, meetings or other engagements where foreign nationals are present, [whether in your country or] abroad;
· Providing consulting services or other technical assistance internationally, [or domestically when a foreign national is present]
· Conducting tours or visits of research facilities for foreign students, trainees, or visitors [Note: This only applies to countries that maintain deemed export controls.]

Before initiating a research project or conducting any of the activities listed above, the following questions should be answered:
1. Does the activity involve providing information, technology, software, services, or equipment to foreign nationals? 
· Are the foreign nationals outside of your country? Which country? 
· Are the foreign nationals inside of your country? Nationality?
· Are the foreign nationals both inside and outside of your country? Which country? Nationality?
2. Will the activity involve the intangible transfer of technology and/or physical exports?
· Is the item to be transferred publicly available or regarded as fundamental or basic scientific research?
· Is the item found on the national control list(s) in your country?
· Will the item be used for a civil/commercial end-use or commercial application?
· Is the research defense application oriented or funded by the Ministry Of Defense or other government institution/body?
3. Is the country, individual, or entity with whom the activity is intended, under national or international sanctions/embargoes or found on any restricted party lists?
· Does the destination country have an active WMD program, a history of proliferation activities, or is it involved in an ongoing conflict?
· Does the destination country maintain a strategic trade control system?
4. Are there any contractual restrictions on dissemination of information and research results?
· Is there a stated intent to develop products based on the technology or findings of the research?
· If the activity involves foreign nationals working in your country, will the individual eventually return to his/her home nation? 
· What is the probability or risk that the technology transferred over the course of the activity could be re-exported or re-transferred (either inadvertently or intentionally)?
5. Does the activity require your institution to seek a license or authorization from the national authorities?[endnoteRef:3]  [3:  Guidance for the Control of Sensitive Technologies for Academic Institutions (Revised version),” Japanese Ministry of Economy, Trade, and Industry, February 2010; Internal Compliance Programme Guidelines, Pakistan Ministry of Foreign Affairs, Strategic Export Control Division (SECDIV), 3 October 2014, <http://www.mofa.gov.pk/secdiv/documents/ICP-Guidelines.pdf>.] 


Note: The answer to Question # 5 will be contingent on the answers provided to Questions # 1 through 4 as well as the unique requirements set forth in your country’s STC legislation.

Best Practice Guidelines for Academic and Research Organizations

In addition to the elements and measures that should be part of your organization’s ICP, it is recommended that academic and research organizations also consider the best practices below.
· Require researchers and staff to acknowledge their STC-related obligations and responsibilities in writing by signing an STC Acknowledgement and Certification form. (Note: An “STC Acknowledgement and Certification” template is available below as part of the ICP Guide.)
· Take adequate precautions against “deemed exports,” if applicable.
· Establish access controls to safeguard controlled information and technology (includes physical and IT security measures). Your organization should seek to secure computers, electronic storage devices, and documents containing strategic information/data and establish physical security measures and restricted areas to regulate foreign national access to controlled data and technologies.
Note: For more information on access controls, consult the “Industry Sector Specific Tools,” “Technology Best Practices” sub-section of the ICP Guide. 
· Designate a lab, departmental, or college administrative staff member to serve as a research/foreign visitors’ coordinator
· Screen students and staff to ensure they are not on any designated entity lists or subject to any restrictions based on their nationality
· Screen the latest lists of sanctioned/embargoed entities, individuals, and countries before venturing into a project with foreign institutions or researchers, irrespective of whether they are working in your country or abroad
· Comply with proprietary rights and non-disclosure requirements associated with the project or activity. (Note: The “Technology Best Practices” sub-section contains a “Controlled Information Non-Disclosure Agreement (NDA)” template).
· Include a STC compliance requirement as part of contractual obligations for joint ventures or joint research projects involving foreign nationals.
· Refuse contract language that requires your organization to provide indemnification for violations of the STC regulations.
· Seek guidance before travelling to or undertaking research/project in sanctioned/embargoed countries or with denied persons/entities.
· Conduct periodic risk assessments to evaluate and prioritize the compliance-related risks facing your organization.[endnoteRef:4]  
 [4:  Adapted and modified from: Internal Compliance Programme Guidelines, Pakistan Ministry of Foreign Affairs, Strategic Export Control Division (SECDIV), 3 October 2014.] 

Determining Whether Your Research is Subject to STC[endnoteRef:5] [5:  Adapted and modified from Julie T. Norris, "Export Controls: The Challenge for U.S. Universities,"  Office of Sponsored Programs Massachusetts Institute of Technology, available at: <http://www.uh.edu/research/compliance/export-controls/Export_Controls_PPT.pdf>.] 
1. Public domain, and
a) No equipment, encrypted software, listed-controlled chemicals, bio-agents or toxins, or other restricted technologies are involved, and
b) Information/software is already published, and
c) There is no contractual restriction on export, or
2. Fundamental research

1. Equipment or encrypted software is involved, or
2. Technology is not in the public domain, and
3. Technology may be exposed to foreign nations (even on campus) or foreign travel is involved, and
a) The equipment, software, or technology is on the national control list
b) Information or instruction is provided about software, technology, or equipment on the national control list
c) Foreign nationals are from or the travel is to an embargoed country



1. Equipment, software, chemicals, bio-agents, or other technologies found on the national control list
2. Equipment, software, chemicals, bio-agents, or technologies where there is reason to believe that the items will be used for a WMD or military end-use/end-user





YES

LICENSE REQUIRED

NO 

LICENSE REQUIRED


LICENSE MAY BE REQUIRED
Further Review Necessary 

TEMPLATE: STC Acknowledgement and Certification[endnoteRef:6]  [6:  Adapted and modified from: Internal Compliance Programme Guidelines, Pakistan Ministry of Foreign Affairs, Strategic Export Control Division (SECDIV), 3 October 2014.] 


The University of _____________ [or name of research institute]

Strategic Trade Control Acknowledgement and Certification

I/We, the undersigned, acknowledge that it is unlawful under the [insert name of primary or applicable STC legislation] and rules/regulations promulgated thereunder, to export, transfer or share (by tangible or intangible means), goods and technologies found on the [insert name of control list(s)] or those which could have possible use in nuclear, chemical, biological weapons or their means of delivery or conventional weapon systems, without proper approval.

I/We also understand that an export license may be required from [insert licensing authority] if any such item as mentioned above is to be transferred/shared with a person/entity within [insert name of your country] who may ultimately export it by any means.

I/We understand that a laptop or any data storage device fall under the category of a ‘strategic’ item due to controlled information or software stored on the system and I/We will comply with all applicable strategic trade control laws, rules, and regulations. In such a case the institute/organization’s empowered compliance official will be approached to remove the ‘strategic’ data, and seek certification to this effect.

I/We understand that I/We may be subject to civil and criminal penalties including imprisonment, for unlawful export and sharing of controlled item, technology or information and therefore agree to take appropriate security measures and to contact the appropriate STC compliance personnel before making any type of transfer/disclosure of STC controlled information to any person.

By signing below, I/We certify that I/We have understood my/our legal obligations under the strategic trade control laws including the __________ [insert name of the university or organization] policies and procedures and agree to comply with these. I/We also understand that failure to comply with strategic trade control laws, rules, regulations and policies may constitute just cause for disciplinary action, up to and including termination, as well as criminal prosecution.

Date: _____________ 						
Name: _______________					Signature: ________________________	
Designation: _______________
Chief Compliance Officer [or empowered compliance official sign here]: _______________




[Researchers and individuals working on projects that involve strategic items should be required to submit a signed certification to the individual or office responsible for STC compliance].


Other Reference Materials for Academic and Research Institutions

Please click on the hyperlinks below to learn more about the ICPs, Technology Control Plans (TCPs), and other compliance measures in place at some of the America’s most prominent research-oriented universities.
· Massachusetts Institute of Technology (MIT) Export Control Program
· California Institute of Technology Export Compliance Program
· Northwestern University Office for Export Controls Compliance
· Princeton University Export Control
· University of Michigan Export Controls
· Duke University Export Controls
· University of California Berkley Export Control and Research
· University of Chicago Export Control Policy Statement
· University of Chicago: Compliance Roles and Responsibilities
· Yale University Export Control Resources
· Stanford University Export Control Policy
· Harvard University Export Control Policies and Procedures
· George Washington University Export Control Policy
· University of Virginia (UVA) Technology Control Plan (TCP)
· University of Pennsylvania TCP Template
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